
Pennsylvania State System of Higher Education 
Data and Information Access 

Confidentiality Statement and Acknowledgement 
 

 
This document informs individuals granted access to Pennsylvania State System of Higher Education 
(PASSHE) data of their responsibilities and obligations related to the protection and proper utilization 
of that data. Individuals granted access to PASSHE data have the responsibility to protect the 
privacy, security, and integrity of PASSHE data, especially confidential and protected data, as part of 
the conditions of their being granted access to such data. 
 
This document must be signed by all Office of the Chancellor (OC) staff, contractors, and other 
guests who may have access to protected or confidential information. 
 
PASSHE maintains data essential to the performance of PASSHE business.  Although a large portion of 
PASSHE data is available for the public, some data have restrictions due to privacy protections 
mandated by federal or state regulations and laws, ethical considerations, and proprietary worth. To 
comply with these mandates and protect the PASSHE community, PASSHE has the right and 
obligation to protect the confidentiality, integrity, and availability of data under its purview.  
 
All members of PASSHE have the responsibility to protect PASSHE data from unauthorized generation, 
access, modification, disclosure, transmission, or destruction. All entities or individuals who have 
access to this data must be aware of and follow PASSHE OC information security policies and 
practices. This applies to paper and electronic copy where the data is stored.  
 
As an individual who may be given access to confidential or protected information, it is your 
responsibility to protect this sensitive and personal data which is the exclusive property of PASSHE, as 
well as protecting your personal password which gains you access to such information. 
 
PASSHE management, employees, faculty, and students are relying on you to maintain 
confidentiality of this data and to access, use, discuss, release, and disclose this data only when it is 
allowed by law and dictated by your job duties. If you do not need to access stored information to 
perform your job, under no circumstances can it be accessed.  If you do need to access stored 
information to perform your job, such information should not be divulged to anyone unless it is done 
so through authorized protocols. If you are aware of any breaches in confidentiality, such breach 
should be immediately reported. You must contact the IT Help Desk (if electronic media are 
involved), the Office of Legal Counsel, and your supervisor. Breaches, in addition to access and 
disclosure issues previously discussed, are also characterized as conducting any of the following 
additional activities with PASSHE data without proper authorization: copying, selling, loaning, altering, 
or destroying. 
 
At the conclusion of the assignment or purpose for which data access was granted or upon request, 
you must return all confidential and protected information to the proper PASSHE authority including 
all electronic files, personal passwords, and written documents. 
 
By signing this document you certify that you are aware of the restrictions imposed on protected 
data and information as well as your responsibilities under this confidentiality requirement.  You should 
retain a copy of this notice for your records and return the original copy of this form to your Human 
Resource office.  If you have any questions regarding your responsibility to maintain confidentiality of 
the data to which you have access in your work, you should contact your Human Resource director. 
 



CONFIDENTIALITY STATEMENT 
 
As an employee of the Pennsylvania State System of Higher Education (PASSHE) or individual granted 
access to PASSHE data, I understand that I may have access to confidential and protected data and as 
such, must protect my password and this data at all times. I recognize that the disclosure of or sharing of 
passwords is prohibited and that I am accountable for them and for any improper access of information 
gained with these privileges. If I am a vendor, I will ensure that all employees in my organization protect at 
all times any passwords granting them to access PASSHE information. 
 
I agree that I, and all employees in my organization if I am a vendor, will access, use, discuss, release, 
and/or divulge only the data that is needed to perform my job or the service(s) for which my organization 
was contracted.  I understand that I, and all employees in my organization if I am a vendor, am prohibited 
from accessing, using, discussing, releasing, copying, selling, loaning, altering, destroying, and/or divulging 
this data unless doing so is a requirement of my job and related to authorized PASSHE business. I 
understand that any release of this information will be done only through authorized PASSHE protocols and 
that if I am an employee, any breach in confidentiality by me or any other individual should be 
immediately reported to the IT help desk (if electronic media are involved), the Office of Legal Counsel, 
and my supervisor; if I am a vendor, I will immediately report any breach in confidentiality to the PASSHE 
Procurement Office and to my primary contact person at PASSHE.   
 
At the conclusion of the assignment or purpose for which data access was granted or upon reqeust, I will 
return all confidential and protected information to PASSHE including all electronic files, written 
documents, and my personal passwords; if, however, I am a vendor and the terms of my contract or 
standards of my profession require that I maintain this information, my organization will protect the 
information, keep it for the minimum time required, and destroy it in a secure manner as soon as no longer 
required to keep it. 
 
If I am an employee, breaches in confidentiality of PASSHE data may result in disciplinary action up to and 
including separation from employment. A violation of this agreement may result in my not receiving 
representation or indemnification by the Commonwealth if such breach results in litigation and as a result 
of my unauthorized disclosure of protected information such violation may result in a criminal action if it is 
determined that any local, state, or federal law has been violated.  

This confidentiality statement shall survive after the conclusion of my employment or relationship with 
PASSHE. Any breach of confidentiality may result in PASSHE exercising any or all legal or equitable rights or 
remedies to which it is entitled due to such breach of confidentiality. PASSHE will not be deemed to have 
waived any of its rights or remedies on account of its failure, delay, or forbearance in exercising any such 
right or remedy in a particular instance. Signer will indemnify and hold harmless PASSHE from and against 
any and all claims, demands, causes of action, losses, damages, liabilities, judgments, costs, and 
expenses (including reasonable attorneys’ fees and costs) asserted against or incurred by PASSHE as a 
result of any breach in confidentiality.  
 
By my signature below, I am certifying that I have read, understand, and agree to abide by the provisions 
of this policy. 
 
 
_______________________________________________________ 
Name (Please print) 
 
________________________________________________________    _________________________ 
Signature                              Date 
 
________________________________________________________ 
Human Resources Representative (Please print) 
 


